The Health Insurance Portability and Accountability Act (HIPAA) of 1996
When/How does HIPAA apply?

Several of the frequently asked questions by investigators at the Walter Reed Army Institute of Research (WRAIR) are with regard to HIPAA and its application.  Specifically, when and how does it apply?  HIPAA governs the use of protected health information by covered entities.  
· Protected health information (PHI) is defined as individually identifiable health information held or transmitted by a covered entity or its business associate, in any form or media, whether electronic, paper, or oral.  
· Covered entities are identified as the following:  health plans, health care clearinghouses and health care providers who conduct certain financial and administrative transactions electronically (such as electronic billing and fund transfers).  

WRAIR is not a covered entity.  Therefore, generally, HIPAA does not apply to research conducted at the WRAIR by WRAIR investigators.  HIPAA also does not apply to research conducted outside of the U.S.  However, there are circumstances when HIPAA does apply:  

1) Research conducted by a WRAIR investigator at a covered entity (i.e. a military treatment facility (MTF)) and/or

2) Research conducted by a WRAIR investigator using data obtained from/by a health care provider (i.e. a database provided by a physician from an MTF).     
When research is conducted by a WRAIR investigator at a covered entity, adherence to the covered entity’s institutional policies regarding HIPAA is required (i.e. completion of HIPAA training, obtaining HIPAA authorization(s), etc.).  Also, there are circumstances in which an Institutional Review Board (IRB) or Privacy Board can approve a waiver or alteration of the HIPAA authorization when specific criteria are met (as per The Privacy Rule, 45 CFR 164.512 (i)).    
For data/databases obtained from/by a health care provider, guidance will need to be obtained from the Division of Human Subjects Protection (DHSP) to ascertain whether or not HIPAA applies.  Furthermore, if HIPAA does apply, it will be imperative that  reasonable and appropriate administrative, physical, and technical safeguards are maintained to protect the confidentiality, integrity, and availability of electronic protected health information (EPHI) against any reasonably anticipated risks (as per the HIPAA Security Rule published February 2003).  If you have any additional questions about HIPAA, please feel free to contact the WRAIR Division of Personnel.  
Annual HIPAA training is required per the U.S. Army Medical Research and Materiel Command.  The WRAIR Division of Personnel is responsible for tracking this training requirement.

**Although WRAIR is not a covered entity, under our Human Research Protection Program, investigators are tasked with the responsibility of protecting individually identifiable health information by upholding the rights of study subjects to privacy and confidentiality, as well as securely maintaining collected information (Department of Health and Human Services 45 CFR 46.111 (a) (7) and the Food and Drug Administration 21 CFR 56.111 (a) (7)).**  
